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	Over the past several weeks I have received numerous e-mails regarding e-mails that cardholders have received that appears to be an e-mail from Citibank. Nothing has changed with Citibank in that Citibank will never send out an e-mail requesting cardholders to go to a web site to update any information or ask the cardholder to reply to an e-mail in order to update credit card information. Cardholders should never ever respond to an e-mail that appears to come from Citibank and never go to a web site advertised within the e-mail. If a cardholder’s curiosity gets the best of them, they should contact Citibank at the 800 number listed on the back of their credit card and make a phone inquiry and never reply or follow the directions provided in the e-mail. These scams appear daily in some form or fashion and Citibank is continuously working with various federal agencies to identify and close these scam operations. Bottom line is, cardholders should never ever take any action requested within these e-mails. Additionally, as late as last week Citibank has assured me their databases have not been compromised in any form or fashion. This means the scam artists are not getting their contact info from the Citibank databases. 

Here is a web address that you should all be visiting occasionally: http://www.citi.com/domain/spoof/learn.htm. On this web page you will find information about spoofs (a.k.a. phishing or hoax), How to Spot a Spoof, How to Protect Your Account and How to Report a Spoof. In the section “Report a Spoof” there are examples of previously reported spoof e-mails and the last update to the examples was 14 Sept.


  

